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The Goals

Data Collection

How often are secure connections used on public Wi-Fi?
How do individuals and corporations use Public Wi-Fiz
How can it be made more secure?

What can people do to stay more secure on public Wi-Fi?
Conclusions

Class Discussion



Raspberry Pi v2 Model B

Features:

1 gig of ram

6x more powerful than previous version
Quad-core Arm processor

Powered from micro USB 5v

10/100 Ethernet

HDMI output

Accessories:

7” touchscreen -- $57

RII i18 touchpad 2.4ghz keyboard+Mouse -- $22
Anker Astro E1 5200MaH battery pack -- $16
Wifi Antenna 802.11 b/g/n usb adaptor

Case for 7” screen -- $28

Capturing more than broadcast packets with the Raspberry Pi...
Priceless



Raspberry Pi v2 model b App Installation

pi@raspberrypi:~ $ sudo apt-;et install aircrack -ng
: Command line option 'n' [fr «ng] is not known.
pi@raspberrypi:~ § sudo apt-get install aircrack-ng
Reading package lists... Done
Building dependency tree
Readini state information... Done
he following extra packages will be installed:
ieee-data
he following NEW packages will be installed:
aircrack-ng ieee-data
0 upgraded, 2 newly installed, 0 to remove and 134 not upgraded.
eed to get 1,222 kB of archives.
fter this operation, 5,783 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://mirrordirector.raspbian.org/raspbian/ jessie/main aircrack-ng armhf|
S N
et:2 http: rrordirector.raspbian.org/raspbian/ jessie/m -
e A p g/raspl b ain ieee-data all 201
Fetched 1,222 kB in 2s (501 kB/s)
Selecting previously unselected packa aircrack-ng.

(Reading database ... 123463 files and directories currently installed.)
Preparing to unpack .../aircrack-ng_1%3a1.2-0~beta3- 4
Unpacking aircrack-ng (1:1.z-o~bn§i-4) es LA

Installation of Aircrack

e Raspbian is debian based, so use ‘apt-get’
e Other apps installed: tshark, nethogs, iperf

IFUCESSING I AEEST 2 TV WmETww yme s cwem ey o
; ‘t‘ i "f (2-0.9“"1’2) sse
:" o w.i:- $ sudo apt-get install nmap
Reading package lists... Done

Building dependency tree

R -— state information... Done e ;

2 following extra packages will be installed:

liblinear1 ndiff python-lxml

ggested packages:

iblinea':'-tools liblinear-dev python-1luml-dbg
» following NEW packages will be installed:
1iblinear1 ndiff nmap python-lxml ‘
10 upgraded, 4 newly i::talclgq,eg to remove and 1
ANeed to 4,845 kB archives. 2
FAAfter th%:toperation, 20.5 MB of additional disk
2ADo you want to continue? [Y/n]

Installation of Nmap

Inspired by an article from Network World: http:/[www.networkworld.com/article/2225683/cisco-subnet/cisco-

subnet-raspberry-pi-as-a-network-monitoring-node.html



Raspberry Pi v2 model b App Installation

» /N

ThingS of note: e

warle Annluzae NALirank 10 1 (0 Do 1 imlemmans

G []] ] V4 / ‘Running as user “root” and group "root”.
g etS i t]]e a/V' could be dangerous.
2 running Wireshark this way in order to perform live capture, you may want to

better way documented at
a/doc/wireshark-common/README.Debian

be aware that

Must use cmd line

Needed to be self-contained







Corporate Public Guest Networks

Open or Shared secret
Credentials supplied with 802.1x
Internet access only

Segregated from internal network









#!/bin/sh

#Bash Script for automation.of wireless infomm:

#IUPUI CIT 460 Semester project i

#hlathan Snyder, Alex Andrews -

#Assumes you have aircrack-ng suite, macchﬂnger, and wiresharkiih:

gcho starting wireless packet capture...

#change mac address to hide real mac

echo changing mac address to hide real mac
sleep 3 B
sudo macchanger --mac 00:11:22:33:44:55 wlan@
sleep 3

echo hid that mac!

sleep 5

sudo airmon-ng start wlan® T el e e e “"'%Er \

#log all traffic from nearby APs’'-I for monitor mode -k to Start capture immediately -$
#adit after the -w for your specific capture, your name, location, and’humber if more $
sudo touch cit460_school kali

sudo chmod o=rwx cit460_school_kali
sudo tshark -I -i mon@ -w c1t460 school kéli




#1/bin/sh

A
#Bash Script for automatiopsof Wireless 1nfo,uation gaths.lng v1l.3
#IUPUI CIT 460 Semester project g
#Nathan Snyder, Alex Andrews 5
#Assumes you have aircrack-ng suite, macchaﬂger and wires

¥change mac address to hide real mac
echo changing mac address to hide real mac*

Fstart airmon on defaull Uwbany) adii b o

sudo airmon-ng start wlan®@ \Lﬁ'r

#log all traffic from nearby APs7CT for Monitor mode -K'to start’ capture immediately -$
#adit after the -w Tor your specific capture, your name, location, and humber if more $
sudo touch cit460_school kali \

sudo chmod o=rwx citd460_school_kali P '

sudo tshark -I -i mon@ -w c1t460 school k.




Captured Files

Each Member collected data

Public Wifi
McDonalds

Starbucks

Home Guest Network

Name a

cit460_adam_brownsburg2

cit460_adam_home

cit460_adam_home2

cit460_adam_homeopen

cit460_adam_hometcpdump

cit460_name_location_num

cit460_nathan_IUPUI_IT_1

cit460_nathan_mcdnoblesville

cit460_nathan_nbleteacof 1

cit460_nathan_nbleteacof_2

cit460_nathan_noblesvilledwntwn_1

cit460_nathan_noblesvillemcdconnor_1

cit460_nathan_noblesvillemcdconnor_2

cit460_nathan_noblesvillestarbucks_1

]
0
)
h
I
h
h
I
]
0
)
h
0
N

Date Created

Sunday

Sunday

Sunday

Sunday

Sunday

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Apr 14,2017

Date Modified

Sunday

Sunday

Sunday

Sunday

Sunday

Apr 14,2017

Apr 14, 2017

Apr 14,2017

Apr 14, 2017

Apr 14,2017

Apr 14, 2017

Apr 14, 2017

Apr 14,2017

Apr 14,2017

Modified By

Adam Meyer

Adam Meyer

Adam Meyer

Adam Meyer

Adam Meyer

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder

Nathan Snyder




Wireshark Results

Beacon Frames
Broadcast Packet

SSID : ATTQeHNgs2

Time Source Destination Protocol  Length Info

64838 1464.538829  SophosLt_2d:06: Broadcast 802.11 210 Beacon frame, SN=3033, FN=0, Flags= ., BI=100, SSID=pvtntwrk
64839 1464.540592  SophosLt_2d:06: Broadcast 802.11 208 Beacon frame, SN=3034, FN=0, Flag ., BI=100, SSID=PEDCOR

64840 1464.559294  ArrisGro_07:2b: Broadcast 41 242 Beacon frame, SN=3102, FN=0, Flag ., BI=100, SSID=ATT4n2B787
64841 1464.586993  ArrisGro_83:e7: Broadcast 11 296 Beacon frame, SN=574, FN=0, Flags=. .., BI=100, SSID=BHNDG1670AE7D2
64842 1464.587441  ArrisGro_83:e7: IPvbmcast_01 11 162 Data, SN=3621, FN=0, Flags=.

64843 1464.601641  ArrisGro_3d:bc: Broadcast .11 242 Beacon frame, SN=3039, FN= ..., BI=100, SSID=ATTQeHNgs2
64844 1464.637654  ArrisGro_b8:c6: Broadcast .11 278 Beacon frame, SN=1472, FN=0, ., BI=100, SSID=ATTRHSYZfi
64845 1464.639449  SophosLt_2d:06: Broadcast s la | 212 Beacon frame, SN=3035, FN=0, ., BI=100, SSID=Wifi Guest
64846 1464.641223  SophoslLt_2d:06: Broadcast 1 210 Beacon frame, SN=3036, FN=0, ..., BI=100, SSID=pvtntwrk
64847 1464.642988  SophosLt_2d:06: Broadcast A1 208 Beacon frame, SN=3037, FN=0, ..., BI=100, SSID=PEDCOR

64848 1464.647209  ArrisGro_75:04: Broadcast A1 247 Beacon frame, FN=0, ..., BI=100, SSID=SuckDeeDeesNuts
64849 1464.661698  ArrisGro_07:2b: Broadcast A1 242 Beacon frame, FN=0, ..., BI=100, SSID=ATT4n2B787
64850 1464.689422 ArrisGro_83:e7: Broadcast 802.11 296 Beacon frame, N .., BI=100, SSID=BHNDG1670AE7D2
64851 1464.720083 BelkinIn_b9:31: Broadcast 802.11 222 Beacon frame, N 3 .., BI=100, SSID=Socks

64852 1464.722236 ©0a:86:3b:b9:31: Broadcast 802.11 246 Beacon frame, = .., BI=100, SSID=socks

64853 1464.742046  SophosLt_2d:06: Broadcast 802.11 212 Beacon frame, SN=3038, FN=0, Flags=........ , BI=100, SSID=Wifi Guest

v Frame 64853: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits) on interface @
Interface id: @ (mon@)
Encapsulation type: IEEE 802.11 plus radiotap radio header (23)
Arrival Time: Apr 12, 2017 02:52:08.078972000 Eastern Daylight Time



More Wireshark Results

Length Info
181 Beacon frame,
frame,
frame,
fram

Arubal

Arubal
Arubal

Arubal

Tag Number:

length
attwifi

@3 91 o1
1b ff ff

Beacon Frames
SSIDs

g ., . Over 96,000 packets in 15

Tag length:
S5ID: eduroam

minutes




Address Resolution Protocol (ARP)

.858034 ArrisGro_7b:72:a0 Broadcast 802. 296 Beacon frame, SN=1406, FN=0, Flags= , BI=100, SSID=BHNTG1672G72A2
.865752 ArrisGro_78:5e:90 Broadcast 802. 304 Beacon frame, SN=344, FN=0, Flags=. ., BI=100, SSID=0GMAGG

.876198 ArrisGro_al:56:80 Broadcast 802. 274 Beacon frame, SN=3065, FN=0, Flags= .., BI=100, SSID=BHNTG1682G5682
.878387 IETF-VRRP-VRID_01 Broadcast ARP 96 Gratuitous ARP for 192.168.128.1 (Request)

.878600 IETF-VRRP-VRID_01 Broadcast ARP 96 Gratuitous ARP for 192.168.128.1 (Request)

.878736 IETF-VRRP-VRID_01 Broadcast ARP 96 Gratuitous ARP for 192.168.128.1 (Request)

.878924 IETF-VRRP-VRID_01 Broadcast ARP 96 Gratuitous ARP for 192.168.128.1 (Request)

.886958 ArrisGro_02:44:20 Broadcast 802.11 , BI=100, SSID=BHNDG1670A4422
.890010 Netgear_b8:d7:a8 Broadcast 802.11 314 Beacon frame, SN=1362, FN=0, Flags= .., BI=100, SSID=NETGEAROS8

. 896040 86:15:44:50:42:b4 Broadcast 802.11 302 Beacon frame, SN=3616, FN=0, Flags= .., BI=100, SSID=Broadcast

Frame 150: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface @

ARP Table
Build/maintain mapping database Ethernet to IP address

Layer 2 and Layer 3 addresses

ARP cached for 15 minutes



More Alterations and Tests

1. Not changing the MAC address, since no packets were sent out
2. Tried without “sleep” command
3. Used airodump-ng -w instead of tshark

4. Ensuring the interface name doesn’t change when wlanO set to monitor mode

Applying these changes, the results were similar..



Tried on Kali Linux (without Raspberry Pi)

Applications Places & B2 Sun Apr 23, 8:06 PM

Browse and run installed applications Capturing from wlanO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals

STAgFBI!,EcEKs Mo mz €22+ FEB couF HDE
c - Filter: tcp Expression... Clear Save

17811 418.9530200( 17.167.195.42 10.245.136.106 126 https > 63619 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=0 MSS=1460 WS=16 SACK_PERM=1
g 10.245.136.106 .2 165 Change Cipher Spec, Encrypted Handshake Message
17832 419.3140490( 17.167.195.42 10.245.136. 106 1. 165 change Cipher Spec, Encrypted Handshake Message

17854 419.7463610C 17.167.195.44 .245.136. 120 https > 63622 [ACK]

19130 449.8200130( 17.167.193.41 i .136.106 120 https

101 07290 17.167.193. 41 .245. 6 120 https

19141 449.9671330( 17.167.193.41 4 873 Qﬂ{imlﬁ;ﬂh Data
15144 450.063 .245. 5 165 change Cipher Spec,

126 https > 63630 [ACK]

198A7 465.7943190( 3 1 cP 120 httos > 63631 [ACK]
icee ove.ii s vaia) s

Logical-Link Control

2% o1 ds 2a 74 84 _an b 2
Lan0: <live capture in progress kets: 23086 (0.2 Profile: Default
M Home

root@kal root@kali: ~ £ Capturing from wlan0




Expected Results

Captured TCP packets and TLSv1.2 “encrypted handshake message”

Back to Starbucks
Wireshark on Kali/Linux using Alfa network adapter
Not using Raspberry Pi

°
°
°
e Monitor mode

M alithedata-01.cap
File Edit View Go Capture Analyze atistics Tools Help

X ] ==

Source inatio Protocol Length Info
8825 1376.599628  (isco_36:61: 124:9d: 802.11 401 Probe Response, SN=584, FN=8 , BI=108@, SSID=dinell503
8026 1376.753219  (isc F 15¢ IPvémcast_01 802.11 156 Data, SN=506, FN=@, Flags=.p....F.
8027 1377.166396 e2:5c:b2:6d:9 Broadcast J11 126 Probe Request, SN=3854, FN=0 ., SSID=Broadcast
.17@543  ArubalNet a: e2:5c:b2:6d: 9 p2.11 199 Probe Response, , FN ags 90, SSID=Google Starbucks
.186365 e2:5c:b2 59 Broadcast 92.11 126 Probe Request, S , FN=8, : dcast
.19@512  ArubaNet_3d:80:60 e2:5c:b2: 69 92.11 199 Probe Response 9, FN=0, : , SSID=Google Starbucks
.021507  Cisco_36:61:b8 b6:5 F 2. » FN : SID=dinell1503
9 17.167.195. 10.245.136.106 | 3 9 1460 WS=16 SACK_PERM=1
Apple_b3: 8 g
C 17.167.195. 10.245.1
.502268 Apple b3:44: .. B 18 Acknowledgement, Flags=
.54@8226  (Cisco_19:9a: Broadcast 98 Data, SN=528, FN=0, Flag ..F.
.548928  17.167.195. . .136.106 Svl. 125 Change Cipher Spec, Encrypted Handshake Message
17.167.195. 10 . .1086 Svl. 833 [TCP Previous segment not captured] Ignored Unknown Record
16 Acknowledgement, Flags=
802.11 401 Probe Response, SN=532, FN=0, Flags= , BI=100, SSID=dinell503

Cisco



TCP Packets

17.167.193.41 17.248.136.24
10.245.136.106 172.217.4.240

i i
“—_————————————————= 5757
i i

62684 -

ACK

SYN. ACK

e Using Wireshark’s Flow Graph feature to view TCP flows
e Plot the traffic between 2 endpoints

10.243.16.243
17.167.195.42

PSH, ACK - Len: 51

SYN, ACK

SYN, ACK




Captured 1 HTTP Packet

8722 1499.585280000 184.50.239.16 10.243.16.243 HTTP 153

General IP Information

Flags: 0x02 (Don't Fragment)
Fragment offset: 0O

Time to live: 58 IP:184.50.239.16
Protocol: TCP (6)

Header checksum: 0x60SS [correct] Decimal: 3090345744

Source: 184,50,239.16 (184.50.239.16) . . .
Destination: 10.243.16.243 (10.243.16.243) Hostname: a184-50-239-16.deploy.static.akamaitechnologies.com

[Source GeoIP: Unknown] ASN: 20940

[Destination GeoIP: Unknown]
+ Transmission Control Protocol, Src Port: http (80), Dst Port: 62571 (62571), Seq: 1, Ack: 1, Len: 1448 1SP: Akamai Technologies
+ Hypertext Transfer Protocol )

0020 4500 05 dc 17 9e 40 OC 3a 06 60 55 [ENEE .. T Organization: Akamai Technologies
0030 /G o0a f3 10 f3 00 50 f4 6b 82 81 cd 75
0040 fd 80 10 03 ab af cc 00 00 O1 O 08 0a . : .
0050 S2 S0 bd 26 9e 56 72 4f 67 6e 54 37 76 (RP.&.Vr OgnT7v+E SQT’VICGS. NOHQ detected
0060 36 32 de 72 48 71 31 39 64 42 65 68 34 WE2NrHql 9dBehasE
0070 31 65 2f 54 50 64 32 57 63 6e 66 4c 53 Mle/TPd2 WenflLsz3 Type: Corgorate
0080 4a 35 db 74 73 Sa 41 47 64 55 30 55 32 BISKESZA GAUOUZTY
0090 67 48 6e 73 58 31 74 71 30 73 6¢ 61 4c igHnsx1t qoslaLam f . :
00a0 6a 62 73 55 6d 32 47 6f 72 43 4c 58 64 +1bsUN2G orCLXd/u Assignment: Static [P
00bo 66 6f 44 71 6b 65 71 41 7a 68 34 7a 35 pfoDgkeq AzhdzSra
00c0 66 64 33 6f 4c 32 2f 78 31 4de 35 37 68 sfd3oL2/ x1NS7hzc ist i
oodo 6e 54 42 49 61 62 42 S1 30 74 6f 2b 62 1nTBIabE QOto+bmy Blacklist: Blacklist Check
00e0 41 Ge 66 2f 2b 57 77 33 67 48 31 39 61 VANf /+Ww 3gH1SaeV
oofa 71 6c de 62 68 74 56 6b 48 69 57 48 77 uqLNbhtV kHiWHWON
0100 42 6c 67 67 48 4f 63 78 30 4b 2b 65 6a eBlggHoc xOK+ejyd . .
0110 69 30 76 63 51 37 31 70 42 2f 36 2f 63 59 10vcQ7lp B/6/cYdw Geolocation Information
0120 52 45 57 41 6d 43 64 6e 48 45 51 72 54 TREWAMCd nHEQrTj r
0130 67 62 63 54 6e 4f 62 72 48 Sa 54 67 4c BgbeTnob rHZTGLUW
0140 4b 69 54 62 53 62 79 48 Sa 2f 78 6a 61 KKiTbSby Hz/x]aag
0150 69 49 30 64 73 6d 73 4f 6a 6a 74 74 52 Dilodsms 0fjttRUS i : i
0160 50 65 42 S5 S5 62 4a 62 68 62 44 32 50 +PeBULbJ bhbD2PS1 Continent: North America
0170 2f 4e 78 73 59 4f 67 36 2b 35 4b 52 42 9/NxsYOg E+SKRBSC . . .
0180 77 45 41 41 61 4f 43 41 59 30 77 67 67 AWEARSOC AYOWggGl Country: United States B
0190 41 73 47 41 31 S5 64 44 77 S1 45 41 77 MASGALUd DWQEAWIF
0120 44 41 64 42 67 de 56 48 53 55 45 46 6a oDAdBGNV HSUEF] AU / ion:
67 67 72 42 67 45 46 42 S1 63 44 41 S1 BggrBgEr BQCDAQYI State/Region: Massachusstts
77 59 42 42 51 55 48 41 77 49 77 4d 77 KwYBBQUH AwIwMwYD o .
52 30 66 42 43 77 77 4b 6a 4l 6f 43 VROfBCww KjAcoCag CITZY. Cambrldge
49 59 69 61 48 52 30 63 44 6f 76 4c 32 JIY1aHRO cDovL2Ny
43 35 6c 62 6e 52 64 58 de 30 4c 6d bCSLbnRy dXNOLmSL : . a ' "
43 39 73 Sa S8 Sa 62 44 46 72 4c 6d dcoszxzl bDFrLmiy Latitude: 42.3626 (42 21'45.36 N)
44 42 4c 42 67 de 56 48 53 41 45 52 44 bDBLBGNV HSAERDBC .
44 59 47 43 6d 43 47 53 41 47 2b &d MDY GCMCG SAGGHmWK Longltude: -71.0843 (71 °5'3.48" W)
51 55 77 4b 44 41 6d 42 67 67 72 42 67 AQUWKDAM BggrBgEF
51 63 43 41 52 50 61 61 48 52 30 63 44 BQCCARYa aHROCDov .
33 64 33 64 79 35 6c 62 6e 52 79 64 58 L3d3dySL bnRydXnO Postal Code: 02142

35 6c 64 43 39 41 LmSldCOy cGEWCAYG




2.11 Authentication

Apple c7:7e: ] . BﬂrAuthenticatioﬁ,.
' S .49819 Apple :Je:cf . et_3d:80:60 892 .11 64 Authentication,
Authentlcatlon: 9 . Apple_c7: F ralle :80:6 32,11 64 Authentication,
) . Apple F e 0 ' 64 Authentication,
A ]1 . Apple_c7:7e:cf ArubaNet 180:60 §2.1- 64 Authentication,
prOCESS t at . Cisco_ Broadcast . 2
. . 9 Apple _c7:7e:cf ArubaNet_3 ;60 2. S
e]t[]er accepts OI .569 Broadcom_04:7e: .. 802. 10 Clear-to-send, Flags=
. 6 Apple c7:7e:cf Arubalet_. 6 82. 64 Authentication,
: ° ’ . 8 Apple c7:7e:cf ArubaNet_3d:80:60 02. 64 Authentication,
re]GCtS Iden tll' L Of . Apple_c7: f ArubaMNet_3d:86: 82.1: 64 Authentication,
. Apple_c7: F ArubaNet 0 02.11 64 Authentication,
N[C E .60 Apple_c7:7e:cf ArubaNet :80:60 2.1 64 Authentication,

Apple_ ZebraTec_i 6 92 .11 24 Null function (No
Apple_ F ZebraTec_66:76 82 .11 24 Null function (No
Apple_ca:a@:2f ZebraTec_t 6 §2.1- 24 Null function (No

ZebraTec_i 6 ' 24 Null function (No

-

ol
/4 bytes captured (512 bits)

1 Authentication, Flags: .
Type/Subtype: Authentication (©x000b)
Frame Control Field:
.00 0PP0 0011 110 Duration: 6@ microseconds
Receiver
Destination address: Arubalet_
Transmitter addre
Source addr :7e: (28:a@:2b:c7:7e:c
BSS Id: ArubaNet_3d:8 (84:d4:7 80:60)
Fragment numbe
Sequence number:

v |IEEE 1 wireless LAN management frame

v Fixed 6 bytes)

Status code: Successful (9x@000)
Tagged parameters (34 bytes)




Remaining Packets

Also, captured:

Beacon frames

Probe request frames
Acknowledgement (ACK) frames

Data frames A alithedata-01.c

File Edit View

Did not capture:
Deauthentication frames
Association frames

Data frames...

920 275.6

Capture  Analyze

Source

MitsumiB_1c:

MitsumiE_

MitsumiE_1c:
MitsumiE_lc:

MitsumiE_:

MitsumiE_1c:

MitsumiE_1
MitsumiB_1

MitsumiE_1c:

MitsumiE_

MitsumiE_lc:
MitsumiE_1c:

MitsumiE_

MitsumiE_lc:

MitsumiE_1
MitsumiE_1

MitsumiE_1c:

MitsumiE_1

istics Telephony Wireless

"

Destination
Broadcast
IPvédmcast_7f

Tools

IPvédmcast_7f:ff:fc

IPvemcast_Oc
Broadcast
IPvdmcast_16
IPvbmcast_Oc
IPvAmcast_7f
IPvédmcast_7f:
IPvbmcast_t
IPvaAmcast_7f:
IPvbmcast_0c
Broadcast
IPvdmcast_fc
IPvdmcast_16
IPvbmcast_0c

IPvédmcast_7f:ff:fc

IPvemcast_Oc

Help

Protocol
12,11
.11
11
11
.11
.11
92.11
12,11
.11
11
12.11
.11
02.11
92.11
12,11
.11
11
11

Length

nfo
130 Data,
577 Data,
511 Data
246 Data
130 Data,
92 Data,
Data,
591 Data,
511 Data,
539 Data,
575 Data
603 Data
80 Data
112 Data,
92 Data,

SN=1613




Discussion: Where did we go wrong?

Can each group come up with one suggestion or recommendation.on-how to fix the

“automation of wireless information gathering” script?

Assume aircrack-ng suite,
macchanger, and wireshark are
installed..

echo s cket capture...
sleep 3
#change mac address to hide real mac

echo changing mac address to hide real mac

sleep 3
= nger —--mac 00:11:22:33: 155 wlan0O
51 :
echo hid that mac!
sleep 5
fstart airmon on default wlanld, edit if different interface
airmon-ng start wlanl
#log all traffic from nearby APs -I for monitor mode -k to start capture
immediately -w for outfile
fedit after the -w for your specific capture, your name, location, and
number if more than ones
touch cit460 name location num
chmod o=rw cit460 name location num
tshark -i wlan0 -w cit460 name location num




Recommendations

Make sure the connection is encrypted: use HTTPS when browsing

Enable “Secure Browsing” in the security settings

Avoid services that are not encrypted (e.g., FTP, HTTP)

Avoid submitting payment information or other sensitive/confidential data

Use a VPN (e.g., Opera VPN)
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