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The Goals

Data Collection

How often are secure connections used on public Wi-Fi?

How do individuals and corporations use Public Wi-Fi?

How can it be made more secure?

What can people do to stay more secure on public Wi-Fi?

Conclusions

Class Discussion



Raspberry Pi v2 Model B

Features:
● 1 gig of ram
● 6x more powerful than previous version
● Quad-core Arm processor
● Powered from micro USB 5v
● 10/100 Ethernet
● HDMI output

Accessories:
● 7” touchscreen -- $57
● RII i18 touchpad 2.4ghz keyboard+Mouse -- $22
● Anker Astro E1 5200MaH battery pack -- $16
● Wifi Antenna 802.11 b/g/n usb adaptor 
● Case for 7” screen -- $28

Capturing more than broadcast packets with the Raspberry Pi…
Priceless



Raspberry Pi v2 model b App Installation

Inspired by an article from Network World: http://www.networkworld.com/article/2225683/cisco-subnet/cisco-
subnet-raspberry-pi-as-a-network-monitoring-node.html

Installation of Aircrack Installation of Nmap

● Raspbian is debian based, so use ‘apt-get’
● Other apps installed:  tshark, nethogs, iperf



Raspberry Pi v2 model b App Installation

Things of note:

GUI gets in the way!

Must use cmd line

Needed to be self-contained



Data Collection Process

Hardware:  Raspberry Pi 2 + ALFA network card

Tools:  aircrack-ng suite, wireshark with tshark, macchanger

Shell script using BASH shell



Corporate Public Guest Networks

Open or Shared secret

Credentials supplied with 802.1x

Internet access only

Segregated from internal network



The Problems

Legal

Contractor?

Inside?

Black box?

Ethical

Privacy concerns

Data management

Technical

Capture methods



Shell Script to Automate

Configure Raspberry Pi/Kali Linux

Setup the adapter

Monitor mode

Applications at the command line (tshark, macchanger, etc.)



Original Script



First Alteration to Script



Captured Files
Each Member collected data 

Public Wifi

McDonalds

Starbucks

Home Guest Network



Wireshark Results
Beacon Frames

Broadcast Packet 

SSID : ATTQeHNqs2

Channel 1



More Wireshark Results

Beacon Frames

SSIDs

Over 96,000 packets in 15 
minutes



Address Resolution Protocol (ARP)

ARP Table

Build/maintain mapping database Ethernet to IP address

Layer 2 and Layer 3 addresses

ARP cached for 15 minutes 



More Alterations and Tests

1. Not changing the MAC address, since no packets were sent out

2. Tried without “sleep” command

3. Used airodump-ng -w instead of tshark

4. Ensuring the interface name doesn’t change when wlan0 set to monitor mode

Applying these changes, the results were similar...



Tried on Kali Linux (without Raspberry Pi)



Expected Results

● Back to Starbucks
● Wireshark on Kali/Linux using Alfa network adapter
● Not using Raspberry Pi
● Monitor mode

Captured TCP packets and TLSv1.2 “encrypted handshake message”



TCP Packets

● Using Wireshark’s Flow Graph feature to view TCP flows
● Plot the traffic between 2 endpoints



Captured 1 HTTP Packet



802.11 Authentication

● Authentication:
A process that 
either accepts or 
rejects identity of 
NIC



Remaining Packets

Also, captured:
Beacon frames
Probe request frames
Acknowledgement (ACK) frames
Data frames

Did not capture:
Deauthentication frames
Association frames

Data frames...



Discussion:  Where did we go wrong?

Can each group come up with one suggestion or recommendation on how to fix the 
“automation of wireless information gathering” script?

Assume aircrack-ng suite, 
macchanger, and wireshark are 
installed...



Recommendations

Make sure the connection is encrypted: use HTTPS when browsing

Enable “Secure Browsing” in the security settings

Avoid services that are not encrypted (e.g., FTP, HTTP)

Avoid submitting payment information or other sensitive/confidential data

Use a VPN (e.g., Opera VPN)



Any 

Questions?



Sources and References

Hogg, S. (2013). “Raspberry Pi as a Network Monitoring Mode”. Retrieved from Network World:
http://www.networkworld.com/article/2225683/cisco-subnet/cisco-subnet-raspberry-pi-as-a-network-moni
toring-node.html

Raspberrypi.org. (2016).  “Network monitor”.  Retrieved from Raspberrypi.org:
https://www.raspberrypi.org/forums/viewtopic.php?t=145608&p=959758

Public Wi-Fi Security Explained by the US FTC.  Retrieved from Consumer FTC:
https://www.consumer.ftc.gov/articles/0014-tips-using-public-wi-fi-networks

Wireshark Wiki (2017) Retrieved from https://wiki.wireshark.org/HowToDecrypt802.11

http://www.networkworld.com/article/2225683/cisco-subnet/cisco-subnet-raspberry-pi-as-a-network-moni
https://www.raspberrypi.org/forums/viewtopic.php?t=145608&p=959758
https://www.consumer.ftc.gov/articles/0014-tips-using-public-wi-fi-networks

