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• Looking for a road map 

on how to proceed.

• Look for 

vulnerabilities(examine 

encryption process)
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• Attempt to communicate

with Flash Controller

Chip
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• Hypothesis: does it use a

static key?

Tools provided(left to right CW): Connection pins, FTDI 

Friend , write-blocker, Logic Analyzer, Digital Microscope, 

USB HD Docking Station “Toaster” and DS-View software

Acquisition

Extraction

Analysis

More Analysis
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Introduction
• Case Statement

• Using Logic Analyzer with SED

• Potential Attacks against SED

• Searching for commonality
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Case Statement

•Mysterious Death

•Laptop left at the scene, self-encrypting hard drive 
found disposed of in garbage

•What can we find out?
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Logic Analyzer

• Device that captures and displays digital signals 
from a digital circuit 

• Dslogic Pro

– Connected probes to different pins on flash chip

– Ground Clock, Input/output

– No results

Extraction
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Logic Analyzer

• This is similar to what it should have looked like

Extraction
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Potential Attacks

• Side Channel Attack

• Brute Force Attack (ex: dust for fingerprints)

• Hot Plug Attack 

• Forced Restart

• Desoldering Electrically Erasable Programmable 
Read-Only Memory (EEPROM)

Analysis
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Looking  for commonality

Theory: There is a static key used for access on 

the control chip

BsidesIndy Hacker Convention

bsidesindy.com

Reid Wightman

(twitter: @ReverseICS )

Analysis
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Looking  for commonality

01001000 01101001
(binary for “hi”)

uVQho+wgU3CeuJ8zBNyQ1X4ThW
QDL1eGCA3COi/US5c=
(AES Encrypted for “hi”)

Sources: 

http://aesencryption.net/

and http://www.unit-

conversion.info/texttools/c

onvert-text-to-binary/

Analysis

http://aesencryption.net/
http://www.unit-conversion.info/texttools/convert-text-to-binary/
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Looking  for commonality

Set of command prints multiple “A”s to the device “sdc” llsbik command to list what devices are available

Head is a command that lists off the top 10 lines in a file.

Analysis
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Looking  for commonality

Diff is a command to compare differences between files.

“1,193c1,166” means line file 2 1 -193 have changed versus file 

1 line 1 - 166 

Is there a difference between password 1, 

password 2 and going back to password 1 

again?

Analysis
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Looking  for commonality

At this time, there is no found commonality for this SED. 

More Analysis

“A great challenge of life – Knowing enough to think you’re doing it right, but not enough to know you’re doing it wrong.” - Neil Degrasse Tyson
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Summary

•The SED was unable to be accessed with tools 
used

•Checking for commonality ended up 
inconclusive 

•Group 5 recommends further analysis on this 
case be continued by higher level examiners


